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The entry of technology and digital platforms into the health sector has allowed for the expansion of
healthcare from traditional healthcare facilities, thereby overcoming geographical barriers and
giving birth to telemedicine. Information technologies enable the delivery of healthcare services,
even when distance is a critical factor. These technologies facilitate the exchange of valid
information for diagnosis, treatment, and management of diseases and injuries. They also aid in
research and evaluation, and support the continuing education of healthcare providers. These efforts
are aimed at improving the health of individuals and communities. However, despite providing a
platform where health can be easily accessible to all despite location, telemedicine also exposes
patients to unethical practices, such as leaking their data to non-intended users and sometimes
hackers, highlighting the need for sound ethical governance practices. There is a need for ethical
governance and regulatory frameworks for the application and use of digital technology in health,

which will minimise the infringement of patients' ethical rights and privacy.
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Introduction

The healthcare industry has evolved significantly in the 21st century with the help of rapid
technological advancements. Digital health is a general term that refers to the utilisation of
communication and information technologies in managing health risks and illnesses, as well as
promoting overall wellness (WMA, 2022). The emergence of telemedicine, a technology-driven
approach, has brought about significant changes in the medical field. It has made it possible to extend
healthcare services beyond traditional physical facilities, such as consultation rooms, clinics, and
hospitals, by leveraging information technology. This has helped overcome geographical barriers and
provide healthcare services to remote areas (Srinivasan et al., 2020). Telemedicine (TM) is defined as
the "delivery of healthcare services, where distance is a critical factor, by all healthcare professionals
using information technologies for the exchange of valid information for diagnosis, treatment and
prevention of disease and injuries, research and evaluation, and the continuing education of
healthcare providers, all in the interests of advancing the health of individuals and their communities'
(WHO, 2010). Utilising telemedicine enhances accessibility by providing flexibility and convenience

and reducing financial constraints for both general and specialised healthcare (Kruse et al., 2018).

Originally, TM has always been prioritised to cater to remote, underserved areas in emergencies and
disasters (Romanick-Schmied] & Raghu, 2020); however, with the dawn of twenty-first century, there
has been an increase in technological advancements that the healthcare sector in sub-Saharan Africa
(SSA) can capitalise to reduce inequalities in health delivery. Additionally, TM offers a digital exchange
of health information that can be extracted from wearable devices that individuals are increasingly
utilising globally. Quick exchanges via cell phones, tablets, and patient portals allow updates and
reminders of vital health procedures that can be leveraged to monitor and manage chronic conditions
(Romanick-Schmied] & Raghu, 2020). Over the last few decades, SSA has witnessed a significant
increase in the burden of noncommunicable diseases (NCDs) the management of which can benefit
immensely from TM (Gouda et al., 2019). TM has shown its vitality during the peak of the coronavirus
disease-2019 (COVID-19) pandemic when lockdowns and physical distancing were practiced, and the
management of people with chronic medical conditions has become a challenge. TM has enabled

continuity of care and proved to be a safe and effective alternative to patient care(Portnoy et al., 2020).

Access to healthcare is a fundamental right of every person. In 2015, 193 nations committed to the

United Nations (UN) Sustainable Development Goals (SDGs), with health-related SDG 3 emphasising
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equity to ensure healthy lives and promote well-being for all at all ages(Hosseinpoor et al., 2018).
Despite this commitment, access to health remains an elusive dream among citizens of many
countries in SSA. To fulfil the agenda 2030 target in terms of meeting the dictates of the SDGs, there is
a need for strategies to help alleviate and address the inadequacies of these health systems (Dourado
et al., 2020) which the COVID-19 pandemic has exacerbated. The COVID-19 pandemic has dramatically
transformed the healthcare system. The employment of physical distancing, quarantine, and
lockdowns helped limit the transmission of COVID-19 (Mann et al., 2020) despite a concomitant effect
on other health disorders. Therefore, TM implementation will avert complications that can lead to
negative health outcomes. The poor quality of healthcare services in SSA has been essentially due to
the critical shortage of healthcare workers, healthcare infrastructure, and multiple burdens of disease
such as rising NCDs, HIV/AIDS, tuberculosis, and malaria (Armaignac et al., 2018; Fusaro et al., 2021).
Thus, the expansion of TM to non-traditional health settings could be a significant factor in
ameliorating the inaccessibility to care (Bouskill et al., 2018). However, there is a need to tread
carefully, following sound ethical guidelines and respect, and according to patients, the rights of their

rights in all its applications.

The current state of Telemedicine in SSA

Sub-Saharan Africa is home to approximately 1.2 billion people, with a low physician-to-population
ratio of approximately 1:30000, compared to 1:300 in a high-income country (Combi et al., 2016). This
makes the continent an ideal place to implement TM to close the vast disparity in the healthcare
worker (HCW) ratio(Combi et al., 2016). However, a 2021 review highlighted that the use of TM is
limited to the continent. Only eight countries had published data on the use of TM, and the use of the
TM platform increased during the COVID-19 pandemic, as countries sought to decongest healthcare
facilities and ensure continuity of healthcare provision. TM was primarily used for patient
consultation and monitoring to ensure medication adherence and provide psychological support and
medical training for healthcare workers. The leading platforms were the telephone, short message
services (SMS), and WhatsApp. Among the significant impediments to the adoption and use of TM are
the high cost of connectivity (phone and Internet charges), lack of electronic medical records, digital
illiteracy, cultural and language barriers, and limited knowledge of the availability of TM services

(Chitungo et al., 2021).
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In another study, the use of TM in Africa was limited to donor-initiated projects in a few countries.
However, some countries, such as Ghana and Uganda, are setting up teleconsulting centres in their
countries. The significant barriers to the adoption of TM were HCW's reluctance to use TM, limited
infrastructure, and lack of political will to implement clear policies and provide budgetary support
(Mbunge et al., 2022). South Africa is a model for adopting and using TM in the continent. At the
height of the pandemic, the country instituted changes in its medical policy to increase the utilisation
of TM, which increased the adoption of digital technologies (Chitungo et al., 2021). The most
commonly used digital technologies for healthcare include SMS-based solutions, mobile health
applications, WhatsApp-based systems, artificial intelligence (AI), and chatbots. These are used for
various purposes, such as screening, consultations, surveillance and monitoring, and medication and
treatment compliance. Policy changes that allowed healthcare workers to claim services from medical
insurers played a significant role in the increased adoption and use of these technologies (Chitungo et
al., 2021). However, African countries face similar barriers to TM adoption, including infrastructural,

technological, organisational, financial, cultural, policy, and regulatory obstacles.

Ethics in Healthcare delivery

Health ethics refer to the principles guiding healthcare workers in providing medical care to patients.
This enables healthcare providers to make respectful, equitable, and effective decisions (Varkey,
2021). The value of ethics in resolving conflicts between healthcare workers, patients, and their
relatives cannot be underestimated (Haddad & Geiger, 2022). While diverse healthcare workers have
dissimilar professional and moral beliefs regarding how best to treat patients, ethics enable these
differences to be resolved with respect and communication (Lulé et al., 2019). Additionally, ethics
allow healthcare workers to execute their duties with confidence and a clear conscience, align their
actions and decisions to be patient-centred, and prevent unethical behaviours (Samuel et al., 2022).
With moral predicaments of life and death decisions in healthcare, ethics helps inform care
considerations, particularly in fast-paced emergencies (Lulé et al., 2019). The guiding principle of
ethics in health is to provide prompt, thorough, and appropriate care and treatment to patients while
ensuring their safety. This principle anchors four important constructs: autonomy, beneficence, non-
maleficence, and justice (Teven & Gottlieb, 2018). Autonomy requires healthcare workers to respect
patients’ rights to make decisions regarding treatment, care, testing, or procedures without imposing

them based on their opinions (Fenton et al., 2015). In beneficence, healthcare workers should make
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choices for the patient's good that are acceptable to the patient's culture, beliefs, outlook, and
desires(Teven & Gottlieb, 2018). Maleficence demands not harming patients, colleagues, or vendors
when providing services. The justice construct demands that all patients be treated fairly and equally,

regardless of ethnicity, background, socioeconomic status, or religion (Haddad and Geiger, 2022).

Maintaining ethical healthcare provider-healthcare user

relationship in the context of Telemedicine in SSA

In the same way as the ethical values of autonomy, beneficence, nonmaleficence, and justice are
required in face-to-face medicine, TM likewise requires that healthcare providers (HCPs) adhere to
these same principles (Nebeker et al., 2019). Before storing patient-identifiable information in their
health databases, HCPs are required to obtain informed consent from patients to comply with the
autonomy standards of TM (Aicardi et al., 2016). For the patient to provide informed consent, they
should be provided with clear information on how the data obtained will be used, the goal of data
usage, the amount of time that the data will be retained, and the confidentiality arrangements that
will be put into place (Aicardi et al., 2016). It is important to clarify that patients hold the right to
request the correction of any mistakes or omissions in their data as well as the right to withdraw their
consent for their identifiable information to be included in a health database. These rights should be
communicated to patients prior to their agreement to add their information to a health database (Brall
et al., 2019). The steps taken to obtain informed consent should be documented for use in the event of
a dispute in the future, and if practical, a signed informed consent form should be collected. If a
patient withdraws their consent for their identifiable information to remain included in a health
database, the patient should not be penalised; instead, they should be given options on how their

information can be stored differently (Saksena et al., 2021).

It is the responsibility of HCPs to protect the patient's sense of dignity at all times, especially when
breaking upsetting news for patients. Patients should also have the right to choose whether to obtain
specific test results. HCPs should ensure that patients are adequately counselled and ready to accept
the results, especially in cases where the results may result in psychological harm (Brall et al., 2019).
The HCPs are also responsible for ensuring that the obtained data are kept confidential. This
necessitates the protection of data, maintenance of confidentiality, and establishment of clear criteria
for data sharing, as well as the intended and inadvertent utilisation of the data(Jokinen et al., 2021). It

is the responsibility of HCPs to guarantee that data are stored securely, free from the possibility of
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unauthorised access via means such as hacking. This is very important because if unauthorised access
is gained, patient data could be used to stigmatise or discriminate against them. When anything like
this occurs, HCPs violate the principle of non-maleficence, which states that they should not cause
harm (Brall et al., 2019). The information obtained from patients must be kept confidential. When
such data are going to be used by other stakeholders who are not the HCPs of patients, it is crucial to
assess the purpose of this use and whether the patients whose data are going to be used will receive
any benefits from this usage (Aicardi et al., 2016). The HCPs must obtain patient consent before using
their data in the future. This consent should encompass the intended and unexpected use of individual
data because the data may be utilised in the future for research or circumstances that nobody could
have anticipated. If such consent was not obtained during the initial collection of the data and there
was no means of obtaining such consent when the data were to be used, then such data could not be

used by other stakeholders unless they were anonymised beforehand (Brall et al., 2019).

The case to have sound Ethical Telemedicine guidelines while

leveraging TM in patient care for sub-Saharan Africa

Increasing access to modern technology on the continent presents an opportunity to scale-up TM to
improve healthcare delivery. However, TM poses legal and ethical challenges, such as a change in the
traditional fiduciary HCW-patient relationship and patient data security, which require
standardisation and regulatory processes (Solimini et al., 2021). Thus, healthcare delivery through
these platforms must remain guided by the tenets of ethical imperatives that "place patient welfare
above other interests (fidelity), provide competent care, provide the information patients and their
surrogates need to make well-considered decisions about care (transparency), respect patient privacy
and confidentiality, and take steps to ensure continuity of care." (Chaet et al., 2017)The use of TM on
the continent demands consideration of the same ethical model based on the four principles of
autonomy, beneficence, non-maleficence, and justice. As published by Beauchamp and Childress
(2019), these four principles are built upon the Hippocratic oath (Miles, 2004). Autonomy-informed
consent TM platforms should be transparent to the patients. Thus, vendors and HCWs must disclose
their credentials and pertinent information on the TM platform to enable patients to provide critical

information that allows them to make informed decisions regarding their management.

Beneficence demands that HCW be competent in having appropriate clinical qualifications,

experience, and skills to use digital platforms to address the patient's specific health query while
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respecting their beliefs. Additionally, HCWs should recognise the limitations of TM technologies and
provide a necessary referral for in-person care to ensure continuity of care (Chaet et al., 2017).
Consequently, the ethical use of digital health should be beneficial to patients and promote
Sustainable Development Goals (SDG) number 3 (SDG, 2019), which promotes good health and well-

being.

Non-maleficence prevents harm by actively promoting confidentiality, safety/safeguarding, and
security (Solimini et al., 2021). It operationalises the concept of "not harming’ through ethical codes
of conduct practice. The ethical codes of conduct should safeguard against both physical- and rights-
based harm. Practitioners on the TM platform must strictly adhere to sound privacy practices;
likewise, vendors of these platforms must display their privacy policies to all users. Furthermore, a
patient data protection policy should be readily available for inspection by patients and HCWs on all
vendor platforms. HCW must alert telemedicine patients to the data security protocols of TM
platforms to allow them to take the necessary steps to protect confidential information (Chaet et al.,
2017). Non-maleficence codes of practice must be in place to guide HCWs and protect patients from

using TM.

Justice: No discrimination. One of the hindrances to the use of TM is the cultural and language barrier.
To overcome this barrier, TM should have policies that promote the use of patients' native languages
as communication media. Remote areas could potentially be disadvantaged due to limited access to
Internet connectivity, compatible digital devices, or technological illiteracy that hampers the use of
TM, which is against the principle of justice, including equal access to care and fair distribution of
technology for marginalised communities(Solimini et al., 2021). Investment in appropriate
infrastructure and education will help to equip this community and ensure TM equity. The World
Health Organization (WHO) highlights that digital health should benefit people ethically, safely,
securely, and equitably. Furthermore, the provision of digital health should be patient-centric (WHO

2020).

Conclusion

Telemedicine and its associated digital health platforms, such as artificial intelligence (AI), big data,
and bioinformatics, pose unique challenges to normative ethical principles. For instance, ethical
concerns regarding Al have broadly coalesced into transparency, justice and fairness, non-

maleficence, responsibility, and privacy. Documented cases of discrimination and potential bias

geios.com doi.org/10.32388/7HLOH3


https://www.qeios.com/
https://doi.org/10.32388/7HLOH3

associated with these emerging technologies warrant appropriate safeguards through the
development of robust ethical guidelines on the use of digital health technologies. Most published
normative guidelines for these emerging technologies have been developed for high-income
countries. To date, SSA has provided minimal input to the development of ethical guidelines, primarily
through supranational instruments, such as the OECD. As the breadth and depth of ethical issues
affected by the use of digital health in SSA are low, inclusive consultation, identification, and analysis
of pertinent ethical problems should be used to provide a foundation for ethical guideline
development. Additionally, since ethical constraints arising from digital health use are context-
dependent, local ethical guidelines should be developed to incorporate the lived experiences of the
local populace. Local ethical guidelines should include the principles of Ubuntu to ensure acceptability.
Ethical guidelines for digital health use in SSA should be augmented using a multilayered approach

that incorporates laws, policies, and regulations.
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