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This paper explores the importance of process awareness in improving intrusion detection systems
(IDS) for Smart Grids, which face rising cybersecurity threats due to the integration of ICT into power
systems. Using a co-simulation environment that incorporates IT, OT, and ET layers, the study
models multi-stage cyberattacks and assesses machine learning-based IDS strategies. Results
indicate that process-aware IDS significantly outperform IT-only IDS, particularly in detecting
threats tied to operational processes and distinguishing them from routine IT activities. The research
highlights the critical role of advanced IDS benchmarks and the use of digital twin datasets in creating
more robust cybersecurity frameworks for Smart Grids. This work provides a promising foundation

for enhancing resilience in critical infrastructure systems.
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