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Abstract. Key generation and Secure are critical to the security of a Cryptosystem. Key

generation and key exchange is the most challenging part of cryptography. In this paper, a
scheme for symmetric key generation based on Pythagorean and Reciprocal Pythagorean
triple has been presented. The proposed scheme incorporates a Key Distribution Centre
(KDC) for user authentication and the secure exchange of secret information to generate
keys. The KDC operation involves a request from a user for initiation. The KDC
authenticates authenticate and secures the exchange of secret information to generate keys.
The KDC authenticates the initiator. If the authentication is successful, KDC generates and
sends an encrypted timestamp to both the initiator and responder. The proposed system is
based on a novel mechanism to determine Pythagorean and Reciprocal Pythagorean triples to
generate keys.

Introduction:
From the References [1],[2],[3].[4].[5].[6].[71.[8].[9].[10], Equations to be solved with integer

values of the unknowns are now called Diophantine equations and the study of such equations
is known as Diophantine Analysis. The equation % +y2 = z? for Pythagorean triples is an example
of a Diophantine equation.

Euclid's formula is a fundamental formula for generating Pythagorean triples given a self-
assertivematch of whole numbers m and n; with m > n > 0. The formula states that the

integers

a=m?-n?% b =2mn, c = m?+n? form triple, Pythagorean.

By Euclid's formula triple is primitive if and only if m and n are coprime and not both
odd. Whenboth m and n are odd, then a, b, and ¢ will be even, and the triple will not be

primitive.

The following will generate all Pythagorean triples remarkably:
a=k-(m?>—n?, b=k-(2mn),c =k - (m?+n?

where m, n, and k are +ve integers with m > n, and with m and n odd, not both at the same time
andcoprime. Since the time of Euclid, several formulas for generating triples with specific conditions
have been established
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Various Methods to Generating Pythagorean Triple:

From References
[10],[11],[12],[13],[14],[15],[16],[17],[18],[19].[20],[21].[22].[23].[24].[25].[26],[27]
following results will be occurred

Casel: to Generate a Pythagorean Triple ( x4, x,, x3) for each x,there exists at least one x,

R 1 1
and at least one x5 , with x, = |axf —4—a| , X3 = |ax% + E| ,

1 . . .
{5'73 is a factor of x2,if x, is an odd
where a = 2
1 . X1 . .
{E,p is a factor of (?) ,if x4 is an even

Casel.l: If x4 is an odd

. 1 . .
Consider x, = |axf — E| since p is a factor of x?.
Therefore x? = np where n is an integer

np 1

»4(3)

X, = = |=2|, both n and p odd numbers ==£ become an integer.
2 2

.. 1 . .
Similarly, x; = |ax? + E| since p is a factor of x2. Therefore

x? = np where n is an integer.

np 1

2p Tzip)

Hence ( x4, x,, x3) becomes a Pythagorean Triple.

x3:

_ |n+p

T| both n and p odd numbers ? become an integer.

Table 1: Some results are represented below:

h 2 1 1

X Choose p Lo X = |ax12 - Xy = |axf N 4_| (1, %2, x3)

(Factor of x2) p a a

_n-p _n+p
2 )

3 1 9 4 5 (3,4,5)
15 1 225 112 113 (15,112,113)
15 3 75 36 39 (15,36,39)




Computer programming (c #) to Generate Pythagorean Triples for x is an odd integer

from 3 to 100 as follows

For x is an odd integer:

Program:
var output = new List<Tuple<int, int, int, int, int>>();
var facts = new Dictionary<int, List<int>>();
for (inti=3;i<=100; i++)
{

/I for x is odd integer

if (1% 21=0)

{

facts.Add(i, Factor(i*i));

}

for each (var item in facts)
{
var x1= item.Key;
for each (var item2 in item. Value)
{
var p = itemz2;
varn = (x1*x1)/p;
var x2 = Math.Abs((n - p) / 2);
varx3=(n+p)/2;
output.Add(Tuple.Create(x1, p, n, X2, x3));

}
Console.WriteLine($"|x1 | p | n | x2 | x3 | (x1,x2,x3) ");
Console.WriteLine();
for each (var item in output)
{
Console.WriteLine($"[{item.Item1,5}{item.ltem2 5}/{item.ltem3,5}| {item.ltem4,5}| {item.Item5,5} |
{(item.Item1,item.Iltem4,item.ltem5),5} ");
}
List<int> Factor(int number)
{
var factors = new List<int>();
int max = (int)Math.Sgrt(hnumber); // Round down
for (int factor = 1; factor <= max; ++factor) // Test from 1 to the square root, or the int below it, inclusive.
{
if (number % factor == 0)

{



factors.Add(factor);
if (factor = number / factor) // Don't add the square root twice!

factors.Add(number / factor);

}

return factors;

}
Case 1.2: If x4 is an even.

2
. 1 . .
Consider x, = |axf — Zl since p is a factor of (%) . There fore
x? = 4np where n is an integer
anp 1
o A
4p 4(5)

2
Similarly, x; = |ax§ + ﬁ| since p is a factor of(%) . Therefore

Xy = = |n — p|, both n and p are integers, hence x, is also an integer.

x? = 4np where n is an integer

P4 = |n + p|, both n and p are integers, hence x is also an integer.

np 1
4p 4(&)

Hence ( x4, x,, x3) becomes a Pythagorean Triple.

X3:

Table 2: Some results are represented below:

Ch 2 1 1
X, oosep | Z_; X = |ax% B _| Xy = |ax12 N _| (%1, %5, X3)

(Factor of 4a 4a

&) “n S
2

4 1 4 3 5 (4,35)
6 3 3 0 6 (6,0,6)
6 1 9 8 10 (6,8,10)
8 1 16 15 17 (8,15,17)
8 2 8 6 10 (8,6,10)

Computer programming (c #) to Generate Pythagorean Triples for x is an even integer

from 2 to 100 as follows

Program:

var output = new List<Tuple<int, int, int, int, int>>();
var facts = new Dictionary<int, List<int>>();

for (inti=3;i<=100; i++)



/I for x is Even integer
if (i%2==0)
{
facts.Add(i, Factor(((i/2) * (i/2)) ) );

}

for each (var item in facts)
{
var x1= item.Key;
for each (var item2 in item. Value)
{
var p = itemz2;
varn = (x1*x1)/ (4 *p);
var X2 = Math.Abs(n - p) ;
var x3 = (n + p);
output. Add(Tuple.Create(x1, p, n, X2, x3));

}
Console.WriteLine($"|x1 | p | n | x2 | x3 | (x1,x2,x3) ");
Console.WriteLine();
for each (var item in output)
{
Console.WriteLine($"[{item.Item1,5}|{item.Item2 5}{item.ltem3,5}| {item.ltem4,5}| {item.Item5,5} |
{(item.Item1,item.ltem4,item.Item5),5} ");
}
List<int> Factor(int number)
{
var factors = new List<int>();
int max = (int)Math.Sgrt(hnumber); // Round down
for (int factor = 1; factor <= max; ++factor) // Test from 1 to the square root, or the int below it, inclusive.
{
if (number % factor == 0)
{
factors.Add(factor);
if (factor !'= number / factor) // Don't add the square root twice!

factors.Add(number / factor);

}

return factors;

}
Case 1.3: Another Method to Generate Pythagorean Primitive Triple



Theorem: Choose aand b and c2=2ah. Then (a+c,b + ¢,a + b + ¢) is a Pythagorean

Triple

Proof: Consider (a + b+ c¢)? —(a+c)* =(a+c)?* +b?>+ 2(a+c)b — (a + c)?
=b%+2(a+c)b = b?+ 2ab + 2bc

But c? = 2ab implies 2a = % cimply (a+b+c)?2—(a+c)?=(b+c)?

Hence (a + ¢,b + ¢,a + b + ¢) becomes a Pythagorean Triple when ¢>=2 a b.

Leta, and bare relatively prime then (a + ¢, b + c,a + b + c) is a Primitive, otherwise, it
becomes to Non-primitive Pythagorean Triple.

Table 3: Some results are represented below table:

A b c=+2ab x1=a+c| x,=b+c xs=a+b+c | (x,x3x3)
2 9 6 8 15 17 (8,15,17)
2 4 4 6 8 10 (6,8,10)
3 6 6 9 12 15 (9,12,15)

Now we can go to introduce another Method to Generate Pythagorean Triple using Fibonacci

and Pell numbers.

Case 1.4: Introduce Generate Pythagorean Triples using a sequence of Fibonacci numbers as

follows. Let @ : Z2 — Z3(P) with

Q(Fn' I:"n+1) = ((ZFn+1(Fn + Fn+1) ’ Fn(2Fn+1 + Fn)' Fr%+1 + (Fn + Fn+1)2)-

From Chapter 1, the sequence of Fibonacci numbers is ({1,1,2,3,5,8,13,21........}

following Recurrence Relation F, = F,_; + F,_, forn > 2, withF; =1,F; = 1.

Now we can go to study the generation of Pythagorean Triples using Fibonacci numbers as

follows.

Table 4: Some results are represented below:

Fn Fn+1 (Z(Fn+1(Fn+Fn+1)ﬁFn(2Fn+1 +Fn):F1%+1 + (Fn+Fn+1)2)

1 1 (4,3,5)




1 2 (12,5,13)

2 3 (30,16,34)
3 5 (80,39,89)
5 8 (208,105,233)

Case 1.5: Introduce generating Pythagorean Triples using a sequence of Pell numbers as

follows.
Let P: Zz - ZB(P) with (p(Pn: Pn+1) = (2Pnpn+1 'Pﬁ+1' PI%’PI%+1 + PI%)

From Chapter 1, Pell Numbers{0,1,2,5,12,29 .......,} are Satisfies following Recurrence
Relation P, =2P, 4+ P,_, forn > 2, with P, =0,P; = 1. Now we can go to study

the generation of Pythagorean Triples using pell numbers as follows.

Table 5: Some results are represented below:

Pn Pn+1 (ZPnPn+1 ’P‘I§+1- P71.21P1%+1 +P112)
0 1 (0,1,1)
1 2 (4,3,5)
2 5 (20,21,29)
5 12 (120,119,169)
12 29 (696,697,985)

Note: in a cryptographic system, symmetric key generation is depending on two consecutive

Values of Fibonacci and Pell numbers.

Case 2: Generating Reciprocal Pythagorean Triples

The solutions of the Diophantine Equation x™ + y" = z" are satisfied the Reciprocal

1 1 1
Pythagorean Theorem RPT = {(x, y,z) € z3: =t = z_z} forn = =2.



The Reciprocal Pythagorean Theorem relates the two legs a, b to the altitude h is defined as

1 1 1 . ab
follows E + ﬁ = EWIth Cc= 7

Now introduce a Method, to Generate a Set of Reciprocal Pythagorean Triples using Euclid's

methodology of Generation of Pythagorean Triples.

h

Figure 3: Reciprocal Pythagorean Theorem

Consider the Reciprocal Pythagorean Theorem xiz + % = le It follows that xiz = le - %

xZ
z2

. . _ x? . X, x\[(x x\ _
Again Simplify, 1 = 5 It will follow that (;+;) (;——) =1

y

The above equations must satisfy the following conditions for some positive integers p, .
X x p x x (

z'y q z y p

From the above equations, 2x = z (s + %) J2x =y (S — %)

Choose, two positive integers p, g (p > q), let x = (p? + ¢%) (p? — q¢?).

It follows that z = 2pq(p? — q%) and y = 2pq(p? + q2)

Consider =+~ = ! 1 - 1 _ 1
x? +y2 ((p?+q?)(p?—q?))? -|_(2pq(pz+qz))2 (2pq(p?-q?))? z2

Table 6: Some results are represented below:

p q X y z Reciprocal Pythagorean Triples
2 1 15 20 12 (15,20,12)
3 1 80 60 48 (80,60,48)

3] 2 65 156 60 (65,156,60)




Computer programming to Generate a subset of the set of Reciprocal Pythagorean Triples

x=@*+q*)@P*—q¢*),y =2pq(p*+q¢*),z = 2pq(p* — q*)

#include <stdio.h>
#include <stdlib.h>
#include <math.h>
int main()
{

intp, q;

double x, y, z;

for(p=2; p<=30;p++)

{
for(g=2;9<=30;q++)
{
if(p>aq)
{
x = ((pow(p,2) + pow(q,2)) * (pow(p,2) - pow(q,2)));
y=2*p>*q™*(pow(p,2) + pow(q,2));
z=2*p>*q* (pow(p,2) - pow(q,2));
printf("For p= %d, g= %d; Values of (x,y,z) are (%.2f, %.2f, %.2f) \n", p, q, X, Y,
2);
}
}
}
return O;
}

If (X, y, z) is a Pythagorean triple then (y z, x z, X y) is a Reciprocal Pythagorean triple,

(y z, x z, z?) is a Pythagorean triple and vice versa. Extended this Lemma to generate at most
all Pythagorean and Reciprocal Pythagorean n-tuples.

Corollary 2.1: Each Pythagorean Triple (X, y, z) is having corresponding Reciprocal

Pythagorean Triple in the form of (xz, yz, xy).



Proof: Each Pythagorean Triple (X, Y, z) is having corresponding Reciprocal Pythagorean

1 y2+x?

z2 1

Triple in the form of (xz, yz, xy) since +

1
(xz)2  (y2)2  (xyz)?2  (y2)?2  (x9)?

From Case 2.2, If % = x, Now we can introduce to define some subsets of a Set of

Reciprocal Pythagorean Triple as follows:

2

Table7: A = {(xz, VZ,Xy): i =1+ if x is odd prime number or its power}:

a b X :% Corresponding Primitive Corresponding Reciprocal
Pythagorean Triples Pythagorean Triples
3 1 3 (3,4,5) (15,20,12)
30 6 5 (5,12,13) (65,156,60)
45 5 9 (9,40,41) (369,1640,360)
100 4 25 (25,312,313) (7825,97656,7800)
49 7 7 (7,24,25) (175,600,168)

In this way, we can choose a, b values to obtain % = x and apply the results of case 2.2 to

generate Reciprocal Pythagorean Triples.

Table 8:
( (xz,yz,xy): )
' 2
B = ii =1+ 5 if x is odd composite or its power and for some p = 1,2,3.. }
X
(@) -1
The odd Pythagorean Primitive Triples Corresponding Reciprocal Pythagorean
composite Triples
number x
15 (15,112,113), (15,8,17) (1695,12656,1680),
(255,136,120)
21 (21,220,221),(21,20,29) (4641,48620,4620),
(609,580,420)




33 (33,544,545),(33,56,65) (17985,296480,17952),
(2145,3640,1848)
Table 9: some results are represented in the below table if x is in 2 powers.
C'= (xz,yz,xy):= =1+ % if x is geometric power of 2 |:
g (3) 1
Table 2.15:
X is the power of 2 Primitive Pythagorean Triples Corresponding Reciprocal
(Forp=1) Pythagorean Triples
48,16, 32... (4,3.5), (8,15,17),(16,63,65),(32,255,257)........ (20, 15, 12),
(136, 255, 120), (1040,
4095, 1008),...
Table 10:

Some results of Pythagorean Triples for x are composite even numbers and x > 2p?2.

( )
/ 2
D = i(xz, vz, xy):§ =1+ ————,(x is an even composite number or its power)}:
X
() -1
Even a primitive Triple Nonprimitive Corresponding Reciprocal Pythagorean Triples
composite of Triple
X
6 (3,4,5) (6,8,10) (15,20,12) (60,80,48)
10 (5,12,13) (10,24,25) (65,156,60), (250,600,240)
12 (12,35,37) , (12,5,13) - (444, 1295, 420), (156,65,60)
14 (7,24,25) (14,48,50) (175,600,168), (700,2400,720)
18 (9,40,41) (18,80,82) (369,1640,360), (1476,6560,1440)
20 (20,99,101),(20,21,29) - (2020,9999,1980), (580,609,420)

Case 2.6.1: Some Other method to Generate Reciprocal Pythagorean Triple




2 2 _ 2 2
Rpt, (x) = {(x(x +1) @2-DE*+1) x(x2 - 1)

> ) 2 , > > : x is an odd number greater than 1}

. . 2 4_ 2_
For generalization Rpt,(x) = {((2”‘“)((22"”” +1) ,((2"”41) 1),(2"'”)((22"‘”) 1)):m =123,....}

2

2 2_ 2 —
Table 11: Some results of X; = @ Y, = W’ Z, = @ are represented in

below table:
m | x X, Y Z, Reciprocal Triple X1, Z,)
1] 3 15 20 12 (15,20,12) (15,20,12)
2| 5 65 156 60 (65, 156, 60) (65, 156, 60)
3| 7 175 600 168 (175, 600, 168) (175, 600, 168)
4 9 369 1640 360 (369, 1640, 360) (369, 1640, 360)
5] 11 671 3660 660 (671, 3660, 660) (671, 3660, 660)

Case 2.6.2: By choosing x is an even integer.

Rpte (x) = {( X ((2)2 + 1)),((’2—6)2 - 1) ((’Z—C)Z + 1) , X <(’2f)2 - 1) :x is an even number greater than 2}
For generalization,

Rpt(x) = {(2m (m? + 1)),(m* — 1),2m(m* —1):m = 2,3, ... ... .. }

Table 12: Some results of X; = x ((g)z + 1),Y1 = ((E)z - 1) ((g)z + 1),Z1 =x ((2)2 - 1)

are represented in below table:

m | X X; Y Z, Reciprocal Triple X, Y1,2,)
2 | 4 20 15 12 (20, 15, 12) (20, 15, 12)
316 60 80 48 (60, 80, 48) (60, 80, 48)
4 | 8 136 255 120 (136, 255, 120) (136, 255, 120)




(260, 624, 240) (260, 624, 240)

5110 260 624 240

6 | 12 444 1295 420 (444, 1295, 420) (444, 1295, 420)

Case 2.6.3: From case 2.3.3 and corollary 2.1, Reciprocal Pythagorean Triple is

(e (Jovt + 5 (o~ ga]) (Jaxt + 5 1 (a4 52)])
1 17" 4al)’\|7"Y 4a 17 4qal) 1 1" 4a

Table 13: Some examples are represented below table:

X1 Triple( xq, x5, x3) Corresponding Reciprocal( x;x3, x,x3, X1X3)
3 (3.4,5) (15,20,12)

4 (43,5 (20,15,12)

6 (6,8,10) (60,80,48)

8 (8,15,17) (136,255,120)
12 (12,35,37) (444,1295,420)
15 (15,36,39) (585,1404,540)
15 (15,112,113) (1695,12656,1680)
21 (21,28,35) (735,980,588)
21 (21,72,75) (1575,5400,1512)
21 (21,220,221) (4641,48620,4620)

In this way, we can continue to generate Reciprocal Pythagorean Triples using of Fibonacci
and Pell numbers by applying the results of Case 2.3.5 and Case 2.3.6,

Table 14: Using Fibonacci Numbers to Generate Reciprocal Triples:

E,

Friq

Pythagorean Triple

Reciprocal Pythagorean Triple

(4,3,5)

(20,15,12)




1 2 (12,5,13) (156,65,60)

2 3 (30,16,34) (1020,544,480)
3 5 (80,39,89) (7120,3471,3120)
5 8 (208,105,233) (48464,24465,21840)

Table 15: Using Pell Numbers to Generate Reciprocal Triples:

P, Py Pythagorean Triple Reciprocal Pythagorean Triple

0 1 0,1,1) (0,1,0), which is obviously True

because of the value reaches to infinity

1 2 (4,3,5) (20,15,12)
2 5 (20,21,29) (580,609,420)

5 12 (120,119,1609) (20280,20111,14280)
12 29 (696,697,985) (685560,686545,485112)

Lemma 2.1: If (X, y, z) is a Pythagorean triple then (y z, x z, X y) is a Reciprocal Pythagorean
triple and vice versa.

Proof: Let (X, y, z) is a Pythagorean triple. i.e., x? + y? = z2.

Consider (yi bl o2 L jence (y z, x z, X y) is Reciprocal Pythagorean Triple.

2 (2?2 x%y2z% ()
Successively applying the same operation we obtain (x%yz,y2xz,z%xy) is a Pythagorean
Triple. Since (x2yz)? + (y2?xz)? = (xyz)?(x? + y?) = (z%xy)%

Lemma 2.2: If (x, y, ) is a Pythagorean triple then then (y z, x z, z2) is a Pythagorean triple.
Proof: Consider (yz)? + (xz)? = z%(x* + y?) = z*. Hence (y z, X z, z?) is a Pythagorean
triple.

It follows that If (X, y, z) is a Pythagorean triple then (y z, X z, X y) is a Reciprocal Pythagorean
triple and (y z, x z, z?2) is a Pythagorean triple. In this way, we can generate Pythagorean and
Reciprocal Pythagorean triple with same two legs. Some results are represented in the below
table

Table 16: Some Results of Pythagorean and Reciprocal Pythagorean triples with same two

legs



Pythagorean Triple (X, y, z)

x? +y? = 72

(y z, x z, X y) is a Reciprocal
Pythagorean triple

111
2)? "~ (x2)? (xy)?

(yz,xz, z%) is a Pythagorean triple

(y2)? + (x2)? = z*

(3,4,5) (20,15,12) (20,15,25)
(5,12,13) (156,65,60) (156,65,169)
(7,24,25) (175,600,168) (175,600,625)
(8,15,17) (255,136,120) (255,136,289)
(6,8,10) (80,60,48) (80,60,100)
(9,40,41) (1640,369,360) (1640,369,1681)
(10,24,26) (624,260,240) (624,260,676)

Corollaryl: Now we can apply Lemma 1 to generate successively alternate Pythagorean and

Reciprocal Pythagorean triples respectively

Table 17: Generating of Pythagorean and Reciprocal Pythagorean triples using Lemma 1

Pythagorean Triples

Reciprocal Pythagorean Triples

(x,y,2)

(vz, xz,xy)

(x%yz,y%xz,z%xy)

(x2y323,y%2x323,22x3y3)

(x0y°2%,y0x525,2%x°y")
[Since (x®y°z5)% + (y°x5z5)?
= (°x°z°) 2 (x* +y?)
= (z°x°y®)%].

(x10 11 11 y10x11Z11 Z10x11y11)

1 1
(xloynzn)z (y10x11211)2

[since

1
= (x10y10,10)2 | (3,72 + (xz)z]
_ 1 1 _ 1
- (nyZZZ)Z (xy)z - (sz3y3)2]




(x22 21,21 ,,22,.21,,21

y2lz21, y22x21, 22 21y21)

,Z%%x

[Since (x22y21221)2 + (y22x21221)2

— (x21y21221)2 (xZ + yZ) — (222x21y21)2

43Z4-3 42,43 ,43

,y42x*3z 42 43y43)

(x*2y ALY

1 1
(x4-2y4324—3)2 (y42x4324-3)2
1 1 1
= (x42Zy42742)2 [(yz)z + (xz)z]
_ 1 1 _ 1
- (x42y42242)2 (xy)?2 - (Z42x43y43)2]

[since

85285 86,.85 85,

,y86x85z Z86X85y85)

(xBCy

[since (x86y85285)2 +(y86x85285)2

— (x85y85285)2 (XZ + yZ) — (286x85y85)2]

(x170y1712171,y170x1712171,Zl7ox171y171)
. 1 1
[since 170,171,171
(170917117132 1 (3170,171,171)2
1 [ 1 + 1 ]
- (x170y17OZl70)2 (yZ)Z (XZ)Z

1 1 1
= (x170y1707170)2 (xy)2 = (2170x171y171)2]

Table 18: Some Results of Lemma 1, By choosing the initial Pythagorean triple (3,4,5)

Pythagorean Triples

Reciprocal Pythagorean Triples

(3,4,5)

(15,20,12)

(180,240,300)

(54000,72000,43200)

(2332800000,3110400000,3888000000)

(9.0699264 * 1018,1.20932352 * 1019,)
7.25594112 * 1018

Corollary 2: Now we can apply Lemma 1 to generate successively Pythagorean and

Reciprocal Pythagorean triples respectively, where the initial Pythagorean triple is (X, y, z)

Table 19: Generating of Pythagorean and Reciprocal Pythagorean triples using Lemma 1

Pythagorean Triples

Reciprocal Pythagorean Triples

(vz,xz,2%) (xz3,yz3, xyz*%)
since (yz)? + (xz)? = z?(x? + y?) = z* ; 1
lotnee O g : Isince oz ¥ ooz
1 [1 N 1]_ 1
- (23)2 x2 yz - (xyZZ)Z
(ey22°, yx?25, xyz°) (32211, y3x2711, x33,10)

[since(xy?z°)? + (yx?z°)?




1
(x3y2z11)2 | (y3x2711)2

= (xyz°)?(y* + x?) [since

= (xyz®)?] B 1 [1 N 1]
- (x2y2211)2 XZ yZ
1
= Gy
(x5y6221’y5x6221’x5y5222) (x11y10243,y11x10243,x11y11242)

H 5,,6,21\2 5,6.,21\2 _ - 1
[SInce(x y z ) + (y X"z ) - [Slnce (x11y10243)2 (y11x10243)2
(X5y5Z21)2(y2 +x2) 1 1 1
— (4545,22)2 = Tog10,45z |2 T o2
(x>y°z°%)"] (x10y10z43)2 [x2 " y
_ 1
= Gyt

Table 20: Some Results of Lemma 1, By choosing the initial Pythagorean triple (3,4,5)

Pythagorean Triples Reciprocal Pythagorean Triples

(20,15,25) (500,375,300)

Case 3: Construction of Pythagorean and Reciprocal Pythagorean triple for 4-tuple
Lemma 3.1: If (a,b,c,d)is a Pythagorean 4-tuple (a?+ b% +c? =d?) then

(bcd, acd, abd, abc) becomes to corresponding Reciprocal Pythagorean 4-tuple.

. . 1 1 1 a?+b?%+c? 1
Proof: Consider Bed)? + acar T @ar = avred = @

Hence (bcd, acd, abd, abc) is a

Reciprocal Pythagorean 4-tuple. Continuing Lemmaz2 to above 4-tuple, we obtain successively
Pythagorean and Reciprocal Pythagorean 4-tuples respectively.

Table 21: Generating of Pythagorean and Reciprocal Pythagorean 4-tuples using Lemma 2

Pythagorean 4-tuples Reciprocal Pythagorean 4-
tuples
(a,b,c,d) (bcd, acd, abd, abc)
(a®b?c?d?,b3a?c?d?, c3a?b?d?,d3a?b%c?) ab’c’d’,b%a’c’d’
c®a’b’d’,d%a’ b’ c”
(aZIbZOCZOdZO bZlaZOCZOdZO C21a20b20d20 d21a20b20020) a6°b61061d61,b6°a61061d61,
<C60a61b61d61 d60a61b61661)




Table 22: Some Results of Lemma 2.1, By choosing initial Pythagorean 4-tuple (3,4,12,13)

Pythagorean 4-tuple Reciprocal Pythagorean 4-tuple
(3,4,12,13) (624,468,156,144)

(10513152,14017536,42052608,45556992) (2-685465987 * 1022, 2.01409949 * 10222,)
6713664967 * 102',6.1972292 * 10%!

Note: If (a,b,c,d) is a Pythagorean 4-tuple (a® + b% + ¢? = d?) then (bc, ac, ab,%bc) is

identical form of Lemma 2. But it will not become a Reciprocal Pythagorean 4-tuple. We can

verify this by taking one example.

) . 1 1 1 a?+b*4c® _ d* 1
Proof: Consider bz T @z Tz T avier - (@b (a_bc)z
d

Hence (bc, ac,ab, aTbC) is a Reciprocal Pythagorean 4-tuple.

Continuing Lemma 2.2 to above 4-tuple, we obtain successively Pythagorean and Reciprocal
Pythagorean 4-tuples respectively.

Now we can choose Pythagorean 4 —tuple (3,4,12,13). Apply the above sufficient condition
of (bc, ac, ab, %), which implies (48,36,12,144/13) i not a Reciprocal 4-tuple.

Case4: Construction of Pythagorean triple and Reciprocal Pythagorean for 5-tuple
Lemma 4.1: If (a,b,c,d,e)is a Pythagorean 5-tuple (a? + b? + c? + d? = e?) then
(bcde,acde, abde, abce, abcd) is becomes to corresponding Reciprocal Pythagorean 5-tuple.

1 1 1 1 a’+b%+c?+ad? 1
Proof:  Consider + + + = = :
(bcde)?2 = (acde)? = (abde)?  (abce)? a2b2c?d2e? (abcad)?

Hence (bcde,acde,abde,abce,abcd) is a Reciprocal Pythagorean 5-tuple. Continuing
Lemma3 to above 5-tuple, we obtain successively Pythagorean and Reciprocal Pythagorean 5-
tuples respectively.

Table 23: Generating of Pythagorean and Reciprocal Pythagorean 5-tuples using Lemma 3

Pythagorean 5-tuples Reciprocal Pythagorean 5-tuples
(a,b,c,d,e) (bcde, acde, abde, abce, abcd)
a4b3c3d3e3, b4a3c3d3e3, a12b13cl3d13el3, b12a13cl3d13el3,
a3b3 d3e3, d4a3b3c3e3, e4a3b3c3d3 c12a13b13d13el3, d12a13b13cl3el3
e12a13b13cl3d13

Table 15: Some Results of Lemma 3, By choosing initial Pythagorean 5-tuple (3,4,12,84,85)

Pythagorean 5-tuple Reciprocal Pythagorean 5-tuple




(3,4,12,84,85) (342720,257040,85680,12240,12096)

Main Work:
In the proposed system, three parties are involved in the key exchange process. i.e

Key distribution center (KDC), source (A) and destination (B). If A wants to communicate
with B using symmetric key encryption, a session must be created between them. A secret
session key shared between and B is required for the encryption of data in this session

Application of Pythagorean Triple in Cryptosystem
Key generation and Secure are critical to the security of a Cryptosystem. If fact key generation

and key exchange is the most challenging part of cryptography. In this chapter, a scheme for
symmetric key generation based on the Pythagorean triple has been presented. The proposed
scheme incorporates a Key Distribution Centre (KDC) for user authentication and secure
exchange of secret information to generate keys. The KDC operation involves a request from
a user for initiation. The KDC authenticates authenticate and secures the exchange of secret
information to generate keys. The KDC authenticates the initiator. If the authentication is
successful, KDC generates and sends an encrypted timestamp to both the initiator and
responder.

The proposed system is based on a novel mechanism to determine Pythagorean triples to
generate keys. The formula uses factors of x to generate y and z such that X, y, and z satisfy the
Pythagorean theorem.

The following notation has been used for Pythagorean triple calculation

X- input to calculate Pythagorean triple

p, - First prime factor of X, p, - Second Prime factor of x

2pq

p1|

y and z — Key Pair, Suppose, If x isodd theny = i J1 and z= |x2p the final key is computed

by XORingyandz.ie.p=y ®z

In the proposed system, three parties are involved in the key exchange process. i.e

Key distribution center (KDC), source (A) and destination (B). If A wants to communicate
with B using symmetric key encryption, a session must be created between them. A secret
session key shared between and B is required for the encryption of data in this session.
Construction of Pythagorean triple for n-tuple:

The Pythagorean n-tuple, x? + x2+x2+x% + ---..+x2%_, = x2 has been used to construct a
tree. A binary tree of height n has been generated whose leaf nodes are x;'s, for1< | <n-—1

and the root is x,. As illustrated in the given Figure, the leaf nodes are [



X1,X2, X3, e Xj, - Xp_1] @nd the root is x,, which constitutes the Pythagorean n-tuples
[x1,%2, X3, eer e X, . Xp_q, X, ] @nd satisfies the equation x? + x3+x2+x2 + .. +x2_; =

\
N

.
AN

A

The Procedure is defined as follows:
Step 1: choose x, , where x; > 3;
Step 2: let t be a temporary variable initialized as follows;
t=x;
Construct a binary tree (T) by taking t as the root, x, as the left child and x, as the right child
which is calculated by applying step 3.

Step 3: for 1< i < n — 1, apply the generation of key elements from the above methods.

For suppose, x;,; = a(t)? — ﬁ

- {%,pis a factor of x3,if x, is odd
pi =a(t)” + a ,\Where a =

1 x1\2
{E,p is a factor of (71) ,if x4 is even
t=p;
apply the above algorithm to construct the Pythagorean tree.
Some integer sequences are satisfied with the properties given below.
3% + 4% = 57



32+ 424122 =132
32 + 42 + 122 + 842 = 852

32 + 4% + 122 4+ 842 + 204% = 2212

32 4+ 42 + 122 4+ 842 + 7202% = 7252
32+ 42 + 122 + 84% + 2042 + 60% = 2292
32 4+ 42 + 122 4+ 842 + 204% + 1428% = 14452
32 4+ 42 + 122 + 842 + 720% + 17402 = 18852,
32 4+ 42 + 122 + 842 + 204% + 1872% = 188572
324+ 42 +122 4+ 842 +720% + 20402 = 21652

Conclusion:

The proposed system is based on a novel mechanism to determine Pythagorean triples to
generate keys. The formula uses factors of x to generate y and z such that x, y, and z satisfy the
Pythagorean theorem.

The following notation has been used for Pythagorean triple calculation

X- input to calculate Pythagorean triple

p1 - First prime factor of x

p, - Second Prime factor of x

y and z — Key Pair

2_n2 2
|xz—p1| and z= Pczill the final key is computed by XORing y and

P1 P1

Suppose, If x is odd theny =

z.

ie.p=y®dz

In the proposed system, three parties are involved in the key exchange process. i.e

Key distribution center (KDC), source (A) and destination (B). If A wants to communicate
with B using symmetric key encryption, a session must be created between them. A secret
session key shared between and B is required for the encryption of data in this session.
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